Title:
The Internet: Investigations and Intelligence
Duration: 
2 Days (16 Hours)​
Prerequisites:
Beginning level of familiarity with the Internet and computers.
Maximum Students:
Venue dependent (In-Person) / 460 (Virtual)
Minimum Students: 
80% of venue capacity (In-Person) / 280 (Virtual)​ - if this minimum number is not met by 4 weeks prior to start of class then the class may be cancelled or possibly postponed until a later time.
Host Requirements:
Classroom environment (In-Person)
Audio/Video capabilities (PowerPoint presentations)
Internet access for one (1) instructor laptop and multiple student laptops
Student Requirements:
Students are encouraged to bring an agency issued laptop to follow along with some of the examples but a laptop is not required to participate.
Description:
Communication Technologies have revolutionized the way people interact, posing both challenges and opportunities for criminal investigators.  Law enforcement must adapt to the rapid evolution of communication devices, encryption technologies, and methods used to obscure electronic communications.
This two-day (16 hour) course is designed for criminal intelligence analysts and investigators, providing insights into leveraging communication technologies and device geolocation to support investigative efforts.  Students with any level of familiarity with electronic communication systems, from  beginner to advanced, will find this course beneficial.
The program focuses on understanding modern communication methods, geolocation technologies, and the complexities of encrypted and obfuscated communication platforms.  Students will learn how these technologies can be exploited to gather intelligence, locate suspects, and solve crimes.  NOTICE: Course contains graphic content including profanity, and sexual and violent images.
Objectives:
· Understand how criminals exploit communication technologies to facilitate illegal activities.
· Gain proficiency in using metadata and device geolocation to identify and track targets.
· Learn strategies for addressing challenges posed by encrypted communications and obfuscation techniques.
· Familiarize themselves with the legal frameworks governing the acquisition of electronic communication data.
· Develop expertise in interacting with Electronic Service Providers (ESP’s) and effectively utilizing compliance materials in investigations.
· Be prepared to adapt investigative strategies to evolving communication technologies.
