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Recertification and Security Awareness
Sam Tuck, Troop E/G Mules Trainer

The two step recertification concept is still new and is presenting a challenge to TACs and operators alike. This article
should help with any questions you may have.

Per NCIC policy, all operators must complete security and privacy training once every year. Instead of having everyone
coming into a recertification or taking a recertification test every year, it was decided to have all operators do their security
training and test in nexTEST. Standard recertification still needs to be done once every 2 years.

Only operators who have full MULES access will need to attend the in-person recertification. All other operators can take
the online recertification test. Any operator, regardless of access level, is welcome to attend an in-person recertification,
however extensions are only given to those who are required to attend the recert class.

When an operator receives a notification they are going to expire via MULES, the TAC will also be notified via email (if set
up in nexTEST). The TAC should NOT just enroll the operator in a recert class. The user or TAC can look at past certificates
and training to see which certification is needed or the user can log into nexTEST to see what test is due. If the user has
completed MULES certification or recertification in the last year, it will not be necessary to attend a recertification
class or take a recertification test. However, they will still need to take the security and privacy training and test. The fol-
lowing year, they will need both.

All operators must complete the security and privacy training and test to be added to any class. If the TAC attempts to add
someone to a class roster without the training/test being completed, they will be notified that prerequisites are required.

We are hoping to upgrade our systems and nexTEST to give TACs access to see directly which test is due for users in the
near future, but for now it will require communication between the TAC and user to see whether a recert class is needed.
For every access level except full, the TAC can simply tell the user to log into nexTEST and take whatever test or tests are
due. Forin depth instructions on the online recertification process, see the guide on the CJIS Launch Pad in the Documents
section under Updated Security Awareness Training Information. Contact your MULES Trainer with any questions.

ORI Validations: Complete!

Chris Parr, CJIS Program Manager

On behalf of the Access Integrity Unit, MULES Training Unit, and CJIS Training
and Auditing Unit, | would like to thank everyone for their timely responses to
the ORI validations. Every two years, NCIC and NLETS require us to confirm

information associated with ORIs and whether they are still needed. This is

a monumental task and this year we went about it a little differently. Rather .‘ T ?
than AIU taking on the job by themselves, the training and audit unit helped ‘)“L\ y

out and the result was a much smoother and more effective process. Of
course, we couldn’t have done it without your responses, so thank you!
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MoMIAC: What is it and How Do | Sigh Up?

Bruce Snider, Troop C MULES Trainer

Intelligence sharing among Law Enforcement agencies across the state and country is very important to ensure our officers
have the most up to date information available to effectively do their jobs and ensure officer safety. While MULES and NCIC
are invaluable tools for providing this information, there are additional resources as well. One of the resources available is
from our state fusion center.

The Missouri Information Analysis Center (MIAC) is the primary fusion center for the state of Missouri and is the focal point
for sharing threat related information with criminal justice agencies and federal, state, and local private sector partners.

MIAC gathers and shares information through their website at: momiac.net

Once users complete a free registration there is a wide array of information available via MoMIAC, including:
e Access to officer safety alerts and passthroughs

e Access to Information Library ltems

e Access to MIAC daily crime bulletins

e Ability to request information and services from MIAC

¢ Notification of regional intelligence meetings

Who should register for MoMIAC?

e All Missouri Law Enforcement Officers

e All Missouri Dispatchers/Radio Operators

e Criminal Justice Employees with “need to know, right to know” law enforcement sensitive information

How do you register?

Visit momiac.net and click on “Register” in the upper right-hand corner.
Complete the registration form and access will be granted once the registrant is verified.

€ C = momiacnet/momiac * ¢ O & i

ABOUT  ALERTS  SUBMITASAR & LOGIN 3 REGISTER

MISSOURI INFORMATION ANALYSIS CENTER
MOMIAC

A FEDERAL, STATE, & LOCAL PARTNERSHIP

BECOME A PARTNER

If you have any questions, please contact MIAC at 866-362-6422 or via e-mail at MIAC@mshp.dps.mo.gov. MIAC is available
24/7.
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Setting New Users Up for Success
Chris Parr, CJIS Program Manager

These days it seems everybody struggles with retention and hiring. With everything else going on, it’s easy to forget the few
steps TACs can take to set new MULES users up for success and hopefully give them enough confidence to stick around. The
fingerprint and background check is completed and you’ve sent an SHP-132 (if needed), but what can be done to actually
give the user an advantage as far as MULES training goes? Here are a few pointers:

O Get their access set up immediately: Don’t wait to introduce them to MULES. Get them a user ID day one and
have them start doing simple tasks immediately. (definitely don’t let them use someone else’s user ID)

¢ The OJT Guide: This is a basic overview of MULES and the related systems with a short quiz at the end. It gives
users an idea of the scope and use of the system and basically encapsulates the first couple of hours of MULES
training. As trainers, we see a clear difference between users who have done this prior to class and ones who
haven’t. This can be found on the CJIS Launch Pad in the Terminal Agency Coordinator folder.

¢ Don’t bein a hurry to get them to MULES class: They have 6 months of provisional access so monitor their
progress and don’t send them to class until they’re ready. They should be able to run plates and people with

little or no help before coming to class.

¢ Give them the proper location and time of the class: This is as simple as looking it up in nexTEST and giving
them the information.

Just these few simple tasks can give a user the confidence he or she needs to succeed in MULES class. Allowing them to
develop a familiarity with the system will ensure they don’t have quite as much of a “drinking from the firehose” feeling

when they get to class and they’ll hopefully return to your agency with a greater understanding of MULES and it’s functions.

If you need help with any of the items above or have general questions, please call or email your MULES trainer.

Have an NCIC Success Story? Share it!

Every day law enforcement agencies use NCIC to enter wanted persons, enter missing persons, perform off line searches in
an investigation, run vehicles and property and much more. Does your agency have a good story of solving a case using
NCIC? If so, you are encourage to share it.

Stories can be submitted at . All submissions
will be reviewed on an annual basis and if selected, the submitter(s) will receive formal recognition from the FBI for their

efforts.

The deadline for this year’s submissions is July 31, 2024. Who will be the next award winner?


https://forms.fbi.gov/national-crime-information-center-ncic-success-form

Missouri Alerts

TRAINING

AMBER ALERT - ENDANGERED PERSON ADVISORY - ENDANGERED SILVER ADVISORY - BLUE ALERT

TROOP C HEADQUARTERS

891 TECHNOLOGY DRIVE
WELDON SPRING, MO 63304

8 a.m. - 12 p.m.
y  1p.m.-5p.m.
September 24, 2024

This four-hour session will expose law enforcement officers and dispatchers
to each of the four Missouri Emergency Missing Alerts. The criteria required to
issue each alert will be explained and discussed. Additionally, instruction will

be provided on the proper procedures to request, correct, and cancel an alert.

To register, contact Bruce Snider or Trevor Dunn:
(636) 300-2800 ext. 3355

Bruce.Snider@mshp.dps.mo.gov
Trevor.Dunn@mshp.dps.mo.gov
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MULES System Technical and
Operational Update

TOU 24-3

e Change of class information in 3.4.4
e Correction of recertification policy in section 3.4.5
e Purge info added for Owner Forgot Where Parked entries

3.4.4 Initial Certification

Prior to attending class, the TAC should ensure a new operator completes security and privacy training via nexTEST and the
On the Job Training (OJT) lesson. The lesson covers the basic functions of the MULES interface and the basics of the CJIS net-
work. The OJT lesson is available on the CJIS Launch Pad.

MULES certification classes consists of training separated into modules by topic. Operators will attend classes appropriate to
their access level. Operators may attend any MULES training anywhere it is offered, regardless of which-troop-theirageney-is
loeatedin the troop in which their agency is located. Certification classes for each access level are scheduled multiple times
per year at each MSHP troop headquarters and may be offered in other locations as well.

Class Modules

CJIS Overview
Messaging

Criminal History
Person Inquiry

Person Entries-Entry
Vehicle Inquiry
Vehicle Entries-Entry
Property Inquiry
Property Entries-Entry

Classes for each certification level are structured as follows:

Full Class Modules (feur three days)

CJIS Overview/Seeurity-Awareness
Message Routing

Person Inquiry

Criminal History

Person Entries Entry

Vehicle Inquiry

Vehicle Entry

Property Inquiry

Property Entry

. £ ons. Cortification \
1S Overview/Securit




WarrantEntry
\Vehicled .

Inquiry WITH Criminal History (two days):

CJIS Overview/Seecurity-Awareness
Message Routing

Person Inquiry

Criminal History

Vehicle Inquiry

Property Inquiry

Inquiry WITHOUT Criminal History—INOCH (two days)

CJIS Overview/Security-Awareness
Message Routing

Person Inquiry

Vehicle Inquiry

Property Inquiry

3.4.5 Recertification

All operators with other than restricted access must recertify every two years. Operators assigned to restricted access must
complete security awareness training every two years. All operators regardless of access level are required to complete the
CJIS Security and Privacy training and online test every year.

7.4 Vehicle Retention

Stolen vehicles entered with a VIN remain on file for the year of entry plus four years

Stolen vehicles entered without a VIN remain on file for 90 days.

Felony, Misdemeanor, Ordinance, ard Towed, and Owner Forgot Where Parked vehicles remain on file for 90 days.

Vehicles held as evidence are maintained for one year.



